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Abstract
Generative image models can produce highly realistic images, raising concerns about potential misuse in creating
deceptive content. Current deepfake approaches face several challenges, including limited generalizability, lack of
interpretability, and poor actionability. To help address these, we present ASAP, an interactive visualization system
designed to empower users in the analysis and summarization of deceptive patterns in AI-generated images. ASAP

introduces a novel CLIP-adapted image encoder that generates interpretable representations, enabling the extraction
of influential pixel regions via calculated masks. This approach facilitates the identification of key deceptive features
through influence measurement techniques. These backend techniques are integrated into a visual analytics dashboard
that allows users to quantify and analyze authenticity-indicative patterns in image collections containing both authentic
and AI-generated images. This approach also supports the comparative analysis of various generative models,
including GANs and diffusion models. We demonstrate ASAP’s efficacy through a user study and two application
scenarios using established fake image detection benchmarks, showcasing its ability to effectively extract and quantify
deceptive patterns.
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Introduction

Given the rapid advancement of generative AI (GenAI),
image models such as DALL·E 31 and Midjourney2 can
now create high-fidelity, realistic images that easily deceive
humans3. This paradigm shift is coinciding with rising
demands for effective detection and analysis of realistic-but-
fake images4, as their misuse can have widespread impacts
including misinformation spread5, copyright violation6, and
credit–blame asymmetry7.

While the research community has developed examples
of automated detection methods for fake images (that
can outperform human experts under certain conditions8),
these tools often face significant challenges, including
generalizability9, interpretability10–12, and actionability10.
Generalizability challenges arise, in part, from distinct visual
signatures across different generative models (e.g., GANs
vs. diffusion models13), where detectors effective for one
model can fail for others9. Interpretability and actionability
challenges can arise because black-box detector models
output only predictions and do not provide transparency or
explanations of decision-making processes10.

Making these challenges even more salient to real-
world use, the types of users and stakeholders who are
performing deepfake analysis is also broadening. Such
users now include not only “AI experts” (such as GenAI
developers and researchers), but also “model users”14 such
as misinformation researchers, digital forensic analysts,
social media moderators, computational journalists, and
legal experts, who must analyze and explain deepfake images

as part of their workflows15. These users often have high
computational proficiency on tasks such as pixel-based
review and analysis (e.g., via photo editing tools), but lack
formal training in the technical and mathematical aspects of
AI/ML engineering and prediction. However, they also need
to understand deceptive patterns in AI-generated images,
including why an image might appear real or fake to a
detector.

Along these lines, there is increasing recognition we
need novel human-in-the-loop (HITL) workflows to help
in analyzing and understanding AI-generated images and
GenAI models8. Such advocacy has highlighted a need to
create interpretable tools and techniques to help overcome
the above-described challenges11.

This paper investigates how to address these needs
via a design study process16. Specifically, we develop
ASAP (Analyzing and Summarizing AI-generated image
Patterns), a HITL pipeline and visual analytics tool to
help identify, analyze, and summarize patterns in images
ensembles containing a combination of both authentic and
fake images. ASAP is designed for analysis settings where
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